
Multiple eCommerce Sites Hit By Card Skimming Malware

January 6, 2021 - Some well-known eCommerce sites have been hit in what appears to be a coordinated effort to skim
credit card data from them. The malware used is known as a Magecart script and it is specifically designed to avoid
detection. This particular attack targeted Shopify, Zencart, Bigcommerce and Woocommerce according to
Bleepingcomputer.com. At present, it is unknown how many consumers may have been impacted by the attack. 
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(function() {

var s = document.createElement('SCRIPT'), s1 = document.getElementsByTagName('SCRIPT')[0];



s.type = 'text/javascript';

s.src = 'http://widgets.digg.com/buttons.js';

s1.parentNode.insertBefore(s, s1);

})();



             

            

                

  (function() {

    var po = document.createElement('script'); po.type = 'text/javascript'; po.async = true;

    po.src = 'https://apis.google.com/js/plusone.js';

    var s = document.getElementsByTagName('script')[0]; s.parentNode.insertBefore(po, s);

  })();



             

        

    




The reason that Magecart scripts are so difficult to detect is that they generate fake payment pages on the fly. These
fake pages look like the real thing but when you go to submit your payment, an error message will appear that makes it
look like you entered incorrect information. You'll then be transferred to the real payment pageâ€¦ which looks identical to
the fake oneâ€¦ to complete your purchase. Since it isn't uncommon for people to fat-finger a credit card number, there are
usually no red flags raised with consumers. The first indication that most people have that their data has been stolen is
when fraudulent charges begin to appear on their credit card bills.


This particular script has apparently been in operation since August of last year. With that in mind, anyone who has make
a purchase through any of the above-mentioned sites since then should be closely monitoring their credit card bills.


It is also worth noting that virtually all ecommerce sites can be vulnerable to this type of malware. We're now at a point
that when you enter your credit card number with any websiteâ€¦ even well-known sitesâ€¦ you have to realize that there is a
real possibility that your information will be compromised. And the only way to combat this particular form of fraud is by
monitoring your credit card bills. Freezing your credit file won't stop this type of fraud since the thieves are stealing
information on already established lines of credit.

by Jim Malmberg

Note: When posting a comment, please sign-in first if you want a response. If you are not registered, click here.
Registration is easy and free.
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