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FED Releases Report on Synthetic Identity Theft

July 10, 2019 - Yesterday, the FED released a new white-paper on synthetic identity theft. The type of ID theft occurs
when criminals form a new identity, usually using a legitimate stolen social security number in combination with a fake
name and address. According to the FED, this is now the fastest growing form of financial crime and the data included in
it is sobering.
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In 2016 - the last year for which data is available - lenders lost more than $6 Billion as a result of synthetic ID theft. These
false identities were responsible roughly 5% of all bad accounts and 20% of total lender write offs. Those numbers only
include bank issued accounts. The number increases when store credit card data is included.

The average charge written off due to synthetic identity theft was $15,000. In one case sited by the report, a ring of
international thieves managed to steal somewhere between $200 Million and $1 Billion over the course of years before
they were stopped. The actual amount isn't known because this type of fraud is very difficult to trace.

The report talks in some detail about the long term impact of synthetic ID theft to the individuals who had their SSN's
stolen. In many cases, they were children or the elderly. In both of those cases, the crime can go undetected for years.
And when it is discovered, victims can find that they no longer qualify for credit and that they may also be unemployable.

The report is a very quick but informative read. You can find it here.
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