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The ZeroFont Email Phishing Scam and How What You Can't See Can Hurt You

June 21, 2018 - Users of Microsoft's Office 365 are susceptible to phishing scams using a technigue dubbed ZeroFont; a
means by which scam artists can get their email though Microsoft's email filters. It's an old trick that allows you to send
an email message that looks different to mail filters than it does to the recipient. Here is what you need to know.
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Microsoft uses natural language filters to scan all incoming mail messages. These filters look for key words and phrases
to identify scams and phishing attacks. For instance, a mail message that contains the words "Microsoft" and "password"
that doesnd€™t' come from a legitimate domain might be flagged. Using the ZeroFont technique, scammers can fool the
system.

ZeroFont allows the sender of the email message to insert characters into the message with a font size of zero. Those
characters won't be visible to the message recipient, but they are visible to Microsoft's filters. For instance take the
following string of characters and imaging that the characters in red have a font size of zero:
itsMic1986roNAMEsptu:of32t. Microsoft's natural language filters would see the entire text string. But only the word
"Microsoft" would be visible to the recipient of the message. And that's a problem.

The goal of the people sending the message is to make sure that it winds up in your inbox rather than in your spam
folder. They know that if the message if flagged as spam, there is almost no chance that you will become their victim. But
if they get the message past the filters, there is a chance that you will.

On the other hand, Microsoft's goal is to protect you. To do that, they flag words and phrases that are common in
phishing attacks using natural language filters. But if those filters see a character string like the one shown above, they
think they are looking at large text block with randomly generated characters, so they don't work.

Right now, there really isn't anything that Office 365 users can do to protect themselves unless they subscribe to an
outside screening service such as Boxbe. But this requires a separate investment and isn't necessarily desirable for
anyone in sales because it makes it more difficult for your customers and prospects to contact you.
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